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THE UNDER SECRETARY OF DEFENSE

3010 DEFENSE PENTAGON
WASHINGTON, DC 20301-3010

13 Sept 2005

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (ACQUISITION,
TECHNOLOGY, & LOGISTICS)

SUBJECT: Final Report of the Defense Science Board (DSB) Task Force on Munitions
System Reliability

I am pleased to forward the final report of the DSB Task Force on Munitions Systems
Reliability. This effort, chaired by Maj Gen Kenneth Israel (USAF-Ret), reviewed the
challenges facing the Department of Defense (DoD) with respect to munitions systems
reliability. The Task Force reviewed three main areas of interest:

e Conducting a methodologically sound assessment of the failure rates of US munitions
in actual combat use;

¢ Reviewing ongoing efforts to reduce the amount of unexploded ordnance (1IJXO)
resulting from munition failures, and evaluate ways to improve or accelerate these
efforts; and,

¢ Identifying other feasible measures the United States can take to reduce the threat that
failed munitions pose to friendly forces and civilians.

There were two major observations relating to UXO caused by failed munitions: a clear
lack of focus, and growing international concern over the impact of UXO to civilians. Several
obstacles have limited DoD's post-conflict efforts to mitigate the impact of UXO to friendly
forces and civilians, which now requires focus and commitment to address the various factors of
munitions failures. The Task Force recommendations coincide with efforts made in the 2003
DSB Task Force on Unexploded Ordnance, expanding the scope and urgency for DoD
organizations to take responsive actions. These recommendations emphasize the extent of
change required to ensure a more cffective approach.

I endorse the Task Force's recommendations and encourage you to review the report.

WW% J

William Schneider, Jr.
DSB Chairman
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OFFICE OF THE SECRETARY OF DEFENSE
3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

DEFENSE SCIENCE
BOARD

MEMORANDUM FOR THE CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: Report of the Defense Science Board (DSB) Task Force on Munitions System
Reliability

Attached is the final report of the DSB Task Force on Munitions System Reliability. The report
emphasizes that the challenges facing the Department of Defense (DoD) with respect to
munitions system reliability must be addressed soon, otherwise a critical aspect of our
warfighting capability will be jeopardized and held to even higher levels of scrutiny. This Task
Force determined two major observations relating to unexploded ordnance (UXO) caused by
failed munitions: a clear lack of focus and growing international concern about the irnpact on
civilians. There is no comprehensive approach to the issue of legacy weapons. Funding for
munitions research and development remains unacceptably low. Current acquisition practices
have the unintended effect of squeezing fuze and battery manufacturers by relegating them to
lower-tier subcontractor status and subjecting them to volatile production rates. A fragmented
organizational approach hinders DoD’s post-conflict efforts to mitigate the impact of UXO.
These challenges limit DoD’s immediate and long-term ability to reduce the risks that UXO
poses to friendly forces and civilians. They are not insurmountable, but solving them will
require a previously unseen focus and commitment to address the factors that lead to munitions
failures and UXO.

The topic of unexploded munitions on US ranges and formerly used defense sites was previously
examined by the DSB in the 20603 DSB Report on Unexploded Ordnance. The recomimendations
of this current study are in harmony with this previous effort and have expanded the scope and
sense of urgency to take responsive action by DoD organizations. Members of Congress have
expressed concern regarding the failure rates of area attack munitions and the impact of UXO on
the lives of Iraqi civilians during Operation Iragi Freedom.

Our recommendations, delincated in the attached report, emphasize the scope of change required
across DoD to ensure a more effective and coherent approach. The Task Force urges the senior
leaders of DoD to implement the recommendations at the earliest opportunity.

Y,

Kenneth R. Israel
Task Force Chairman
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EXECUTIVE SUMMARY

The Defense Science Board Task Force on Munitions System Reliability met from
June 2004 to May 2005. The Task Force’s charter focused on three principal areas of
interest:

e Conducting a methodologically sound assessment of the failure rates of US
munitions in actual combat use;

e Reviewing ongoing efforts to reduce the amount of unexploded ordnance (UXO)
resulting from munition failures, and evaluate ways to improve or accelerate
these efforts; and

e [dentifying other feasible measures the United States can take to reduce the
threat that failed munitions pose to friendly forces and civilians.

It was not within the purview of this Task Force to examine weapon requirements,
but to examine the issue of munition reliability and identify ways to reduce the amount
of UXO resulting from failed munitions. Reducing the amount of UXO will lower the
risk of casualties among ground forces and enhance their freedom of maneuver in
operations following munition use. It will provide greater flexibility for operational
commanders who now must consider the risks to friendly forces and potential for
collateral damage associated with a particular munition. It will significantly reduce the
risks of post-conflict civilian casualties and the challenges that UXO poses to
stabilization and reconstruction activities, including winning the “hearts and minds” of
local populations. As US global commitments grow, our global responsibilities to
ensure safe, reliable and effective expenditure of munitions must continue to grow as
well.

Munitions system reliability is a vital area that justifiably requires immediate
attention and resources. Senator Patrick Leahy, in a June 24, 2003 letter to Chairman of
the Joint Chiefs of Staff General Richard Myers, voiced concerns about the apparent lack
of progress in reducing US cluster munition failure rates and the impact of munitions
on the lives of Iraqi civilians during Operation Iraqi Freedom. While acknowledging the
prohibitive cost of retrofitting the entire stockpile of these munitions, the Senator
observed that “the cost of removing duds littering Iraq and Afghanistan may not be
appreciably less than it would have cost to retrofit the number of cluster munitions that
were used in those conflicts.”

A key focus of this study was area attack munitions (often referred to as
submunitions or cluster munitions). Owing to the sheer numbers in which these
munitions are employed, there is the potential for UXO left on the battlefield to hinder
the movement of friendly forces, cause unintended casualties among military and
civilians, and deny civilian use of territory and buildings long after a conflict is finished.



Maneuver warfare implies the ability to maneuver unimpeded in time and space to
control the entire tempo of an operation by exploiting or attacking critical enemy
vulnerabilities. This inextricable link'among UXO, munitions system reliability and
dominant maneuver must be managed if we are to maximize the potential of joint
warfare on tomorrow’s battlefield. More precise munitions will help reduce collateral
damage while improving lethality. Greater precision systems will, however,
complement area attack munitions rather than replace them for the foreseeable future.

The Task Force could identify no comprehensive approach —empirical observation
or otherwise — to determine and document operational combat failure rates of US
munitions. The available data is inconsistent, largely anecdotal, and often from
questionable sources. Area attack munitions in particular —designed to produce
dispersed battlefield effects —can be highly effective in combat but difficult to analyze
afterward. There is no method in place that can systematically determine and document
the reliability rates of a broad range of munitions during combat.

The largest contributors to the UXO problem are legacy munitions, operational
factors and fuze technologies. There is an enormous stockpile of aging munitions that
will have to be used “as is,” retrofitted or demilitarized, but the Department of Defense
(DoD) has no comprehensive approach in place to address these legacy munitions.
Retrofitting the existing stockpile could easily run into the billions of dollars.
Retrofitting is not without other challenges as well, namely meeting revised safety
standards and risking the introduction of new failure points in legacy systems never
designed for upgrades. The operational question then becomes one of priorities and the
cost-benefit analysis of retrofitting older munitions at the expense of developing and
fielding more capable, reliable, safe and effective munitions.

Improving the functioning rate of area attack munitions is not the only way to
reduce the amount of UXO and the risk it poses for friendly forces and civilians.
Incorporating or improving the guidance capabilities of these munitions reduces the
amount of UXO (because fewer munitions are needed to service a particular target) and
the area potentially affected by UXO (because the guidance capability reduces the
radius of error). Itis also a less intrusive means of upgrading existing area attack
munitions than retrofitting. The Army is currently incorporating a guidance system on
its Multiple Launch Rocket System, and the Air Force is adapting its CBU-87 and CBU-
97 munitions by adding the Wind-Corrected Munitions Dispenser. While these efforts
do not increase the reliability of the systems in question, they provide an immediate
and practical way to reduce the amount and distribution of UXO resulting from the use
of these munitions, because incorporating guidance results both in fewer munitions
used per target and more accurate delivery (i.e., fewer failed munitions and a smaller
affected area).

New and emerging technologies offer additional approaches toward improving
munition reliability and/or lessening the impact of UXO. Fuzes based on integrated
circuits, Micro-Electro-Mechanical Systems (MEMS) and integrated fuzing, targeting
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and guidance systems can provide greater reliability. The use of radio frequency (RF)
tags can be expanded beyond logistics tracking to facilitate UXO remediation for new
systems.

If there is one theme, however, that characterizes the challenges facing DoD with
respect to the issue of munition reliability and UXO, it is “lack of focus.” There is no
comprehensive approach to the issue of legacy munitions. Funding for munitions
research and development is chronically inadequate, and there is no program in place
to develop a new generation of area attack munitions that are affordable and highly
reliable. Current acquisition practices have the unintended effect of squeezing fuze and
battery manufacturers by relegating them to lower-tier subcontractor status and
subjecting them to volatile production rates. A fragmented organizational approach
hinders DoD’s post-conflict efforts to mitigate the impact of UXO. These challenges
impede DoD’s immediate and long-term ability to reduce the risks that UXO poses to
friendly forces and civilians. These challenges are not insurmountable, but solving them
will require a previously unseen focus on the factors that lead to munition failures and
UXO. At present, no one is positioned to take leadership and overall respcnsibility for
fixing this growing and operationally constraining problem.

The Task Force has researched the status of munitions system reliability efforts and
considered other measures to reduce the risks posed by UXO. It identified eleven
primary or “key” recommendations and five secondary recommendations. The primary
recommendations are outlined below and addressed more extensively in the body of
this report. Secondary recommendations are included in the relevant chapters. A
classified annex in CD-ROM format provides additional information supporting the
conclusions and recommendations of the Task Force. The classified annex is on file at
the Defense Science Board Secretariat Office.
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KEY RECOMMENDATIONS

Assessing Reliability

. The Services, in coordination with the Director of Operational Test and
Evaluation, should expand testing of munitions —to include legacy
munitions — for the characterization of reliability in a broad range of
operationally relevant environments that may cause degradation.
Testing should validate any modeling or simulation. Munitions are
expected to achieve effects, independent of the diverse employment
environments (such as terrain, firing and launch conditions, weather
conditions, etc.). Current testing is often performed in limited
environments and does not provide comprehensive knowledge about
how the munition will perform in actual environments.

. The Chairman of the Joint Chiefs of Staff should develop deliberate
planning information-sharing tools for munitions system reliability
information exchange. These tools will capture effectiveness data.
Currently, usable information is either stovepiped or is not catalogued.

. The Chairman of the Joint Chiefs of Staff should establish a munitions

expenditure database accessible by all joint components during and
immediately after combat operations. This database will identify the type,
quantity, and location of munitions expended. The desired results are
greater efficiency and effectiveness for ground combat maneuver planning
and post-contflict clean-up efforts.

TECHNOLOGY AND DESIGN

. The Director, Defense Research and Engineering (DDR&E) should fund
new research investments into inexpensive, ultra-reliable fuze
development based on integrated circuits, Micro-Electro-Mechanical
Systems technologies, and integrated fuze, guidance and targeting
systems. The DDR&E should establish pilot science and technology
programs to achieve safety-certified, integrated fuzing, targeting and
guidance systems. A reasonable goal would be to have at least two
certified IC/MEMS-based fuzes available for introduction by 2008.

. The DDR&E needs to drive more joint weapons development efforts
with the associated multi-Service research efforts to achieve a critical
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mass of scarce development resources. Organizations such as the Defense
Ordnance Technology Consortium are a good start, but are limited
because of their voluntary nature; a forcing function and authorities need
to be put in place. Further weapon acquisition and weapon research
consolidation is necessary in order to maintain a governmental skill base.
Joint research targeted at larger joint weapons programs will allow both
industry and the Services to maintain a workforce capable of developing
and producing state-of-the-art, highly effective and highly reliable
munitions.

. The Under Secretary of Defense for Acquisition, Technology and
Logistics should expand efforts to develop radio frequency tags for
munitions beyond logistics tracking to facilitate UXO remediation for
new systems. A DoD goal should be a single common tagging system for
munitions of all types. DoD should develop a low cost, integrated RF tag.
Economically, it does not make sense to retrofit all area attack munitions
currently in storage, since the cost of installing the tags significantly
exceeds the cost of the tags and outweighs the effective benefits. However,
tagging existing area attack munition dispensers may be a viable method
for identifying potential UXO sites.

. The Services should explore methods to provide operational test and
combat operations performance feedback to the acquisition community
and the suppliers. This feedback should be used to optimize production
methods, ensuring increased reliability through improvements in design
and production control methods and documentation.

Acquisition, Logistics and Industrial Base

. The Services should support a new, joint family of area attack
munitions and upgrade a fraction of the current legacy inventory. The
Services should assess their current operational plans to determine a
reasonable number of legacy area attack munitions needed to address
future conflict scenarios and develop a plan to reduce UXO in those
munitions. This latter step will help ensure that the Services retain a
needed capability and sustain industrial capability until a more modern
area attack munition matures.

. The Services should continue to field munition/dispenser guidance
accuracy improvements. Improvement in munition guidance will reduce
both the aggregate quantities of UXO and the areas in which it may be
located.

)
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10. The Under Secretary of Defense for Acquisition, Technology and
Logistics should host a fuze and battery industry executive meeting (a
“Last Brunch”) to discuss future procurement and acquisition policies
in order to preserve and optimize our national capability. The munitions
battery and fuze industries are strategic national resources with
capabilities that need to be preserved. Without OSD initiative, the
industry runs the risk of downsizing “overshoot.”

Transforming DoD ERW Abatement Efforts

11. The Under Secretary of Defense for Policy should transform all
functions within his organization related to explosive remnants of war
abatement efforts into one single office charged with the responsibility
to execute the DoD program and empowered with the commensurate
authority. This will achieve unity of command, unity of effort, and
accountability. Sufficient funding already exists, but the current
organizational structure prevents effective implementation of DoD ERW
abatement efforts.



INTRODUCTION

This report summarizes the deliberations and conclusions of the Defense Science
Board Task Force on Munitions System Reliability. The Defense Science Board was
asked to assess DoD efforts to improve the reliability of its munitions and to identify
whether there are additional steps DoD could take to further reduce the amount of UXO
created when these munitions fail to explode. UXO poses a threat to both friendly forces
and civilians. It can hinder the movement of friendly forces, cause casualties among
military personnel and civilians alike, and deny use of territory and buildings long after
a conflict is finished.

Area attack munitions were a key focus of this study, although the Task Force did
not limit its review to this class of munitions. Specifically, the Task Force undertook the
following assignments:

e Conduct a methodologically sound assessment of the failure rates of US
munitions in actual combat use. The available data is inconsistent, largely
anecdotal and often from questionable sources. For area attack munitions, there
is no system in place to determine reliability rates during combat. DoD tracks
information on failure rates as determined by lot acceptance and surveillance
testing, but there are additional factors that can further degrade the performance
of munitions below the levels revealed by testing. These include the age of the
munition, conditions under which it was stored, angle and speed of release,
range, and the terrain on which the munition lands. There are numerous claims
from sources other than DoD allegedly based on observed failure rates in post-
conflict environments; however, these are generally based on questionable
methodologies. Anecdotal evidence does indicate, however, that failed US
munitions create quantities of UXO.

e Review ongoing efforts to reduce the amount of UXO resulting from munition
failures, and evaluate ways to improve or accelerate these efforts. A few
Service efforts are already underway either directly aimed at reducing failure
rates or incorporating other improvements to the munition that result in less
UXO. The Army is retrofitting a limited number of Dual Purpose Improved
Conventional Munitions with a self-destruct fuze. The Army is also moving to a
guided version of its Multiple Launch Rocket System, and the Air Force has
been adding Wind-Corrected Munitions Dispenser (WCMD) kits to existing area
attack munitions systems.! Incorporating guidance systems results in fewer
munitions used per target and more accurate delivery, which means less UXO

! The Task Force notes with regret, however, that Program Budget Decision 753 eliminated funding
for WCMD and WCMD-Extended Range procurement.



and a smaller affected area.

e Identify other feasible measures the United States can take to reduce the
threat that failed munitions pose to friendly forces and civilians. This last
assignment was deliberately broad in scope. New and emerging technologies
offer the opportunity to demand and obtain greater performance from
munitions as well as ways to reduce the risk of collateral damage, and the Task
Force considered a number of additional approaches to reduce the risk posed by
UXO.

The focus of the Task Force was on improving munitions performance and
mitigating the impacts of UXO. The Task Force did not perform a detailed analysis of
the military effectiveness of area attack munitions (or any other munition system) and
did not attempt to determine whether other munitions can achieve the same effects.
Area attack munitions remain highly effective against a variety of targets, especially
against dispersed enemy personnel, armor and other vehicles. They can be used to
counter mortar and artillery fire, to suppress enemy defenses, and to seal breaches and
gaps in defenses during combat operations. Area attack munitions also serve as a force
multiplier, enabling a small force to defend itself against a larger force or over a large
area. Against these types of targets, area attack munitions offer a number of advantages
in comparison to unitary munitions. They require fewer rounds, which both reduces the
logistics burden and decreases the tonnage of high explosive needed to attack these
targets. They also enable more rapid and effective engagement of mobile targets than
unitary munitions. For US ground forces, area attack munitions require fewer shots and
permit faster movement. For US pilots, these munitions require fewer sorties, resulting
in less exposure to enemy air defenses.

Legal Issues Regarding Munitions System Reliability

The idea of regulating the means and methods of warfare has existed for centuries,
whether contained in treaty law, such as the Hague Conventions and the Geneva
Conventions of 1949 and Additional Protocols I and II of 1977, or as customary
international law. There are four basic principals of the law of armed conflict:

e Military necessity / military objective;
e Distinction/discrimination;
e Proportionality; and

e Humanity/unnecessary suffering.



